MpunoxeHne N 2

NMHO®OPMALIMOHHAA NAMATKA
AN ObYYAKOLWNXCA ANA PASMELLEHUNA
HA O®OULUMNAJIbHbIX MHTEPHET-PECYPCAX

C KaxxabIM rogoM MosIoAexXn B MHTEpPHETE CTaHOBUTLCS 6oiblue, a WKOMbHUKU O4HMU
N3 CaMblX aKTUBHbIX MoJfib3oBaTesien PyHeTa. Mexay TeM, MOMMMO OFPOMHOI0 KOSIM4YeCcTBa
BO3MOXHOCTEN, WHTEepHeT HeceT M npobnembl. IDTa namMsaTka AO/KHA Mnomodb Tebe
6e30MacHO HaxXoAUTbCA B CETU.

KomnbroTepHbie BUPYCbI

KoMnblOTEPHBIXW  BUMPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbLIX MpPOrpamm,
OT/INYUTENIbHOM OCOBEHHOCTbIO KOTOPOW SIBNSIETCA CMOCOBHOCTb K pa3MHOXeHWU. B
AOMOSIHEHNE K 3TOMY, BUPYCbl MOTYT MOBPEeAUTb MW MOMHOCTbIO YHUUYTOXUTb BCE hannbl
M [AaHHble, MOAKOHTPOJIbHbIE MNOSb30BaATEND, OT MMEHM KOTOporo 6bina 3anyuweHa
3apaXkeHHas nporpaMMa, a TakKXe MNOBpeAuTb WM AaXe YHUUTOXWUTb OnepauuoHHYHO
cuctemy co Bcemm dainamm B UenoM. B 60nbLIMHCTBE CNy4YaeB pPacrnpoCTpPaHsAOTCS
BUPYCbl Yepe3 UHTEPHET.

MeToAbl 3aWnTbl OT BPeAOHOCHbIX MPOrpamm:

1. Wcnonb3y COBpPEMEHHbIE OMepaunOHHbIE CUCTEMbI, WMEKLWNE Cepbe3HbIN
YPOBEHb 3alunTbl OT BPEAOHOCHbIX NPOrpammM;

2. NMoCTOSAHHO ycTaHaBnmBalk nadtn (UMdpoBbie 3annaTkm, KOTOpble aBTOMaTUYECKU
yCTaHaB/IMBAKOTCA C Uenblo A0paboTKM nporpaMMbl) U aApyrme O06HOBMEHUS CBOEeW
onepaumoHHON cucTeMbl. CkaumBam nxX TONbKO C odulmManbHoro canta paspabotunka OC.
Ecnu cyuwecTtByeT pexum aBTOMaTnyeckoro o6HOBNEHUS, BKIOYM €ro;

3. Pabotan Ha cBoeM KOMMblOTEpPEe MNO4 nMpaBaMu NoMb3oBaTeNns, a He
aAMWHUCTpaTopa. DTO He no3BOAMUT  OGONbLWIWMHCTBY  BPEAOHOCHbLIX  MpOrpamm
MHCTaNIMPOBaTbCA Ha TBOEM MepCcOHaIbHOM KOMMbIOTEPE;

4. Ncnonb3yn aHTUBUPYCHbIE MPOrpaMMHble NpoAYKTbl M3BECTHbIX Npou3BoAUTENEN,
C aBToMaTn4yeckum obHoBneHuem 6as;

5. OrpaHuyb dum3nMyecknuin A0CTyN K KOMMbIOTEPY ANS NOCTOPOHHUX Nuu;

6. Ncnonb3yin BHewWwHMe HocuTenun nHdopmaumnm, Takme Kak dnewka, guck nnun dann
N3 MHTepHeTa, TONIbKO N3 NPOBEPEHHbIX NCTOYHUKOB;

7. He oTKkpbIiBa KOMNbOTEPHbIE dalifbl, MONYyYEHHbIE N3 HEHAAEXHbBIX MCTOYHUKOB.
[axe Te ¢annbl, KOTOpble Npucnan TBOM 3HAKOMbIN. Jlyylle yTOYHU Y Hero, oTnpasnsn
v oH Tebe unx.

Cetn WI-FI

Wi-Fi - 3TO He B1A nepeaauun AaHHbIX, He TEXHOJIOMUS, a BCero nnwb 6peHa, Mapka.
Ewe B 1991 roay HuaepnaHackash KOMMNaHus 3aperucrtpuposana 6peng "WECA", uto



obo3Hauano cnosoco4vetaHme "Wireless Fidelity", KkoTOpbll nepeBOANTCH  Kak
"6ecnpoBoaHas TOYHOCTL".

[o Hawero BpemMeHun gowna gpyras abbpesuaTypa, KOTOpas SABNSETCH TaKOW Xe
TexHonormen. 1o abbpeBmatypa "Wi-Fi". Takoe Ha3BaHue 6bI1I0 AaHO C HaMEKOM Ha
CTaHAapT BbICIWIEN 3BYKOBOW TexHuMku Hi-Fi, 4yTo B nepeBoae o0O3Ha4daeT "BblCOKas
TOYHOCTbL".

[a, 6ecnnaTHbll MHTEpHeT-A0OCTYyN B Kade, OoTensx W aspornoptax SBASAETCH
OT/INYHON BO3MOXHOCTbIO BbIXOAAa B MHTepHeT. HO MHOrve 3KCnepTbl CYMUTAOT, 4TO
obwepnoctynHble Wi-Fi ceTn He aBnsoTcsa 6€30nacHbIMMU.

CoBeTbl No 6e3onacHoCcTM paboTbl B 06LenoCcTynHbIX ceTax Wi-fi:

1. He nepenaBail cBOWO NUUHY0 MHMOpMauuo dyepe3d obuieaoctynHbie Wi-Fi cetun.
PaboTasa B HMX, XenaTesibHO He BBOAMTb NapoaM A0CTyNa, JIOMMHbI U Kakne-TO HoMepa;

2. Ucnonb3yn n 06HOBAAN aHTUBUPYCHbIE NporpaMmbl n 6paHamayep. TeM cambIM Thbl
obe3onacub ceba OT 3aKayuku BUpyCa Ha TBOe YCTPOMCTBO;

3. Mpun ncnonb3zosanmn Wi-Fi otknoum dyHkumio "O6wmin goctyn K dannam um
npuHtepam". [JaHHas @YHKUMA 3aKpbiTa MO YMOMYaHUIO, OAHAKO HeKoTopble
nosib30oBaTeNnu akKTMBUPYIOT ee Ansg yaobcTBa ncnonb3oBaHus B pabote unm yyebe;

4. He ncnonb3yi nybanynbin WI-FI ansa nepegaym nnUHbIX gaHHbIX, HanpmMmep ans
BbIX0A4a B COUMAsIbHbIE CETU UM B SNIEKTPOHHYIO MOYTY;

5. Micnonb3yi ToNbKO 3aumleHHoe coeanHeHme yepes HTTPS, a He HTTP, T.e. npu
Habope Beb6-agpeca BBoaAn MMeHHO "https://";

6. B M™MobunbHoM TenedoHe OTKAOUM PyHKUMo "TloaknoueHne K - Wi-Fi
aBTOMaTmyeckn". He gonyckarn aBTOMaTU4YeCKOro NoAKIOYEHUA yCTporcTBa K ceTam Wi-
Fi 6e3 TBOEIrO cornacus.

CoumanbHble ceTn

CoumnanbHble CETU aKTUBHO BXOAST B Hally XXM3Hb, MHOrMe Ntoan paboTatoT 1 XUBYT
TaM NMoCcTosHHO, a B Facebook yxe 3aperncrtpupoBaH MUIINApA YenOBeK, YTO SBASETCA
OAHOM CeabMOM BCeX XuTenen nnaHeTbl. MHOrMe nosib3oBaTesIM He MNOHWUMAKOT, 4TO
nHdopMaums, pasMeleHHas WMMW B COUMaNbHbIX CeTAX, MOXeT ObiTb HanageHa W
MCNONb30BaHa KeM yrogHo, B TOM 4ncie He obs3aTenbHO € 61armMm HaMepeHUsMHN.

OcHOBHble coBeTbl M0 6€30NacCHOCTN B COUMAsbHbIX CETAX:

1. OrpaHuyb cnucok apysen. Y T1eba B Apy3bsiX He AO/MKHO OblTb Cly4YamHbIX U
HE3HaKOMbIX NIOAEN;

2. 3alnan CBOK YacTHY XW3Hb. He ykasbiBan naponu, tenedoHbl, agpeca, aAaTty
TBOEro PpOXAEHMS U APYrYK JIMYHYKO MHGOpMaunMio. 3N0YMbIWAEHHUKN  MOryT
MCNonb30BaThb Aaxe nHhopMaumio 0 TOM, KaK Tbl U TBOM POAUTENN NNAHUPYETE NPOBECTU
KaHUKYNbl;

3. 3awmLlan CBOK penyTauumio - AEPXU €e B UUCTOTE M 3adaBan cebe Bonpoc: xoTen
6bl Tbl, YTO6bI ApYyrne NoNb30oBaTENM BUAENN, UTO Thl 3arpyxaews? Nogyman, npexae 4em
4yTO-TO OonNyb/MKoBaTb, HaNMUcaTb U 3arpy3uTb;

4. Ecnu Tbl rOBOPULLb C NIOAbMU, KOTOPbIX HE 3Haelb, He UCNOJIb3YN CBOE peanbHoe
UMSA U APYTYHO INYHYO MHpOPMAUUK: UMS, MECTO XUTeNbCTBa, MECTO yyebbl U npoyee;



5. WN3beran pa3meweHuns dotorpadumii B WNHTEpHeTe, rae Tbl M306pa)keH Ha
MECTHOCTM, NO KOTOPOM MOXHO OMpeaennTb TBOE MECTOMONOXEHNE;

6. Mpu perncrtpaumm B cCoOUMANbHOM CETM HEeobXx0AMMO WMCMNONb30BaTb COXHbIe
naposaun, cocrtosilume ns 6yks n umdp M C KONMYECTBOM 3HAKOB HE MeHee 8;

7. [Onsa couuanbHoOW CeTW, MOYTbl U ApYyrux cawWToB HeEO6XOAWMO MCMoJb30BaTb
pa3Hble naponu. Toraa ecnu Tebs B3/10MalOT, TO 3/I0YMbILWWNEHHUKM MNONy4YaT AOCTyn
TONIbKO K O4HOMY MecCTy, a He BO BCe Cpa3y.

ONeKTPOHHbIe AeHbIn

DNEKTPOHHbIE AEHbIN - 3TO OYEHb YAOOHbLIN CNOCO6 nMaaTexen, 0AHAKO CYLLECTBYHOT
MOLUEHHWKWN, KOTOPbl€ XOTAT MNONY4YUTb 3TN AEHbIU.

DNeKTPOHHbIE AeHbI'M NOSABUINCL COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO MHOMMX
rocyaapcreBax A0 CMX MOP He NPONMCcaHo NpPO HUX B 3aKOHaX.

B Poccum e OHM (DYHKUMOHMPYIOT M O HUX YXXe MpOMNMCaHO B 3aKOHe, rae ux
pa3fensioT Ha HEeCKO/bKO BUMAOB - @HOHMMHblE U HE aHOHWMHble. PasHuua B TOM, 4TO
AHOHMMHbIE - 3TO T€, B KOTOPbIX pa3pellaeTcs NpoBoAMTb onepauun 6e3 naeHtudbukaumm
nonb3oBatens, a B HEAHOHWUMHbIX WAEHTUPUKAUMA  MONb30BaTeNsa  SABASETCS
obs3aTenbHON.

Takxe  cnegyetr  pasnmyaTb  S1EKTPOHHble  duaTHble  AeHbrn  (paBHbI
rocyaapCTBeHHbIM  BankTaM) UM 3NEKTPOHHble HeduaTHble AeHbrn (He paBHbI
rocyaapCTBEHHbIM BantoTaM).

OcHoBHble coBeTbl Mo 6e3onacHon paboTe € 23N1eKTPOHHLIMU AEeHbramu:

1. MpuBsixn K c4eTy MOBUNBbHLIN TenedoH. DTO caMbli YAOOHbIA N BbICTPbIN cNOCco6b
BOCCT@HOBUTb AOCTYN K cyeTy. lNpuBs3aHHbIN TenedoH NOMOXeT, ecnn 3abyaewb CBOW
NaaTeXHbIM Naponb MK 3angellb Ha CaluT C HE3HAKOMOIro YCTPOMNCTBA;

2. Ncnonb3yn ogHopasoBble naponu. MNocne nepexoia Ha YCUIEHHYIO aBTOpM3aUnto
Tebe yxxe He ByaeT yrpoxaTb ONAaCHOCTb KpaXu UK nepexsata NAaTeXHOro napons;

3. Bblbepn cnoxHblit naponb. MNpectynHukam 6yaetr He MpoOCTO yradaTb C/OXHbIN
naponib. HagexHble nmaponu - 3TO Naposin, KOTOpble coAaepXXaT He MeHee 8 3HaKoB WU
BKJIIOYAIOT B cebs CTpOYHblEe N NPOMNUCHbIE 6YKBbI, LN(PbI N HECKOIbKO CUMBOJIOB, Takue
Kak 3HaK gonnapa, yHTa, BOCKAMUATENbHbIA 3HaK U T.N. Hanpumep, $tRONg!;;

4. He BBOAM CBOM NINYHbIE AA@HHbIE HA CanTaX, KOTOPbIM He AOBepseLlb.

AneKTpoHHas no4rta

DneKTpPOHHas NoYTa - 3TO TEXHONOrMS N NpeAoCTaB/ISeMble €0 YCyrM No nepecbiike
M NONYYEHUD 3NIEKTPOHHbIX COO6LEHM, KOTOopble pacnpeaensitoTcs B KOMMbOTEPHOMN
cetu. OO6bIYHO 3SMEKTPOHHbIA MOYTOBbIM SWMK BbIFSAUT CNeayrwmuM  obpa3oMm:
UMSA_Nonb30BaTena@uMsa_aoMeHa. Takxke KpoMe nepefayvun npocTtoro TekCcTa, uMmeercs
BO3MOXHOCTb NepeaaBaTtb Ganbl.

OcHoBHble coBeTbl Mo 6e3onacHon paboTe € 2N1€KTPOHHOM NOYTOMN:



1. Hago BbibpaTb NpaBubHbIA MOYTOBbLIM CepBUC. B MHTEpHeTe eCTb OrpoOMHbIN
Bblbop 6ecnnaTHbIX NOYTOBbLIX CEPBUCOB, OAHAKO Nydlle AOBEPATb TeM, KOro 3Haewb U
KTO NEpPBbIN B PENTUHTE;

2. He yka3biBai B IMYHOWN NoYTE NINYHYIO MHDOpMauuto. Hanpumep, nydile BbibpaTb
"My3blkanbHbI_daHaTt@" nnm "pok2013" BMecTo "Temal3";

3. Ncnonb3yn ABYyX3TaAMHyl aBToOpM3auuio. DTO Korga MOMMMO MNaponst HyXHO
BBOAMTb KOA, NpUcCbIsIaeMblr no SMS;

4. Bblbepn CNoOXHbI Naponb. AN Kaxaoro no4vTtoBOro SlMKa AOMKEH 6biTb CBOM
HaAeXHbI, YCTOMYUBBIA K B3/IOMY Naponb;

5. Ecnm ecTb BO3MOXHOCTb HanmcaTb CaMOMY CBOW JIMYHbIA BOMPOC, UCMOMb3YN 3Ty
BO3MOXHOCTb;

6. Ncnonb3yn HECKONIbKO MOYTOBbIX SALWMKOB. [MepBbli A8 YacCTHOM MepEnnCKU C
aapecaTaMn, KOTOpbIM Tbl AOBepsielwb. DTO 3/1€KTPOHHbLIA agpec He HAZO MCNONb30BaTb
npu perncrtpaummn Ha dopymax n camTax;

7. He oTkpbiBan daiiibl n agpyrue BAOXeHUs B NMCbMax, Aa)Ke eCn OHW NPULLIIN OT
TBOMX Apy3en. Jlydwe yTOUHW Y HUX, OTNpaBnsau n oHn tebe atn dannebl;

8. Mocne okoH4yaHua paboTbl Ha NOYTOBOM CepBMCE Nnepen 3aKpbITUEM BKIaAKU C
canToMm He 3abyab HaxaTb Ha "BeinTn".

Kn6epObynnuHr nunu BupTtyanbHoe nsaeBaTenbCTBO

KnbepbynnuHr - npecnegoBaHume cooblieHnsammn, coaepxawmmm ockopbneHus,
arpeccuto, 3anyrmBaHue; XyJUraHcTBO; coumanbHoe O60MKOTMpPOBaHME C MOMOLLbIO
Pa3/INYHbIX UHTEPHET-CEPBUCOB.

OcHoBHbIe coBeThl Mo 6opbbe ¢ KNbepbyANNHIOM:

1. He 6pocamcsa B 6on. Jlyywmin cnocob: nocoBeToBaTbCA Kak cebs BeCcTu U, ecnum
HET TOro, K KOMY MOXHO 06paTtuTbCsi, TO BHayane ycnokouTbcs. Ecnm Tbl HayHewb
oTBe4yaTb OCKOpb6seHMsMM Ha ockopbneHusi, TO TONbKO euwe 6onblle pasoxxkewb
KOHMUKT;

2. Ynpasensn cesoen knbeppenyTtauuen;

3. AHOHMMHOCTb B CeTU MHMMas. CywecTBylT cnocobbl BbISCHUTb, KTO CTOUT 3a
AHOHMMHbIM aKKayHTOM;

4. He CTOMT BECTU XynuraHckmin obpas BUpPTYyanbHOW XU3HWU. IHTEpHET dpukcmpyeT
BCE TBOW AENCTBUS U COXPAHSAET UX. YAanuTb X 6yaeT KpanHe 3aTpyAHUTENbHO;

5. Cobntopan cBOK BUPTYasibHYIO YeCTb CMOMIOAY;

6. UrHopupyin eavHuyHbIM HeratmB. OaHOpa3oBbie OCKOpHUTENbHble coobLieHus
nyduwe nrHopmpoBaTb. O6bIYHO arpeccus npekpallaeTcs Ha HavyaabHOM cTaaun;

7. baH arpeccopa. B nporpamMmax obMeHa MrHOBEHHbIMW COOOLEHNAMU, B
CouManbHbIX CETAX eCTb BO3MOXHOCTb O10KMPOBKM  OTMpaBKM  COOBLEHUA C
onpeneneHHbIX aapecos;

8. Ecnu Tbl cBupaeteno kubepbynnuHra. TBOM [EUCTBUA: BbICTYNUTb MNPOTUB
npecnenoBartens, NokasaTb €My, YTO ero AeNCTBUS OLLEHMBAIOTCHA HEraTMBHO, NoAAEpPXaTb
XKEepTBY, KOTOPOM HYyXHa MNCUXonormyeckas mnoMOLWb, COObWNTb B3poCibiIM O dakTe
arpeccMBHOro NOBEAEHUS B CETMU.



MoObunbHbIN TenedoH

CoBpeMeHHble CMapTdOHbl M NNaHWETbl coaepXaT B cebe BMNOSHE B3POC/bIN
dyHKUMOHAN, N Tenepb OHW MOTYT KOHKYPMPOBaTb CO CTaLMOHApPHbIMM KOMMNbIOTEPAMM.
OpHako, cpeacTB 3alnUTbl ANns Nogo6HbIX YCTPONCTB NOKa O4YeHb Masno. TecTMpoBaHue u
NMOUCK YSI3BUMOCTEN B HUX MPOUCXOAMT He TaK MHTEHCMBHO, Kak ansa K, To xe camoe
KacaeTcsi 1 MOBUNbHbBIX MPUNTOXEHUN,

CoBpeMeHHble MO6WnbHble 6pay3epbl yXe MNpaKTUYecKM L[OrHaAn HacToMbHblE
aHanorn, ogHako pacwupeHue dyHKLUMOHana BaedyeT 3a cobon 60MblUYD CMOXHOCTb U
MEHbLUYI0 3aLMLLEHHOCTD.

[Janeko He BCe MNpouM3BOAUTENM BbINyCcKalT OOHOBNEHMS, 3aKpbiBalowWwmne
KpUTUYECKMe yS3BUMOCTU ANS CBOMX YCTPOMCTB.

OcHoBHble coBeTbl A1 6e30nacHOCTU MOBMAbHOro TenedoHa:

Huyero He aBnseTca no-HacTosweMy 6ecnnaTHbIM. Bbyab OCTOpOXeH, Beab Koraa
Tebe npeanaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOryT ObiTb CKPbITbl KaKMe-TO MAaTHbIE
yCcnyru;

Oymaii, npexage 4yem otnpaButb SMS, poTo MaM BuAeo. Tbl TOYHO 3HAELWb, IAE OHU
6yayT B KOHEYHOM mTore?

HeobxoamMMo 06HOBMATL ONEpauMOHHYI0 CUCTEMY TBOEro cCMapTdoHa;

Ncnonb3yn aHTMBUPYCHbIE NporpaMmbl AN MO6ubHbIX TenedoHOB;

He 3arpy>an npunoxeHns OT HEU3BECTHOIro0 MCTOYHWKA, BeAb OHW MOryT COAEepXaTb
BpeaoHOCHoe nporpaMMHoe obecneyeHue;

lMocne TOro kKak Tbl BblAewWwb C CanTa, rae BBOAMA ANYHYO MHMOpMaUKMo, 3ainan B
HacTporkn 6pay3epa n yganu cookies;

Meproanueckn NpoBeps, Kakmue naaTHble YCNyrn akTUBMPOBaHbl HA TBOEM HOMEpPE;

[asan cBo HOMep MO6UNbHOro TenedoHa TONbKO IIOASM, KOTOPbIX Tbl 3HaelWb U
KOMYy AoBepsielb;

Bluetooth gonkeH 6bITb BbIKAKOYEH, KOrda Tbl MM He MNonb3yewbcsd. He 3abbiBai
MHOrAa NpoBepsiTb 3TO.

Online urpsbl

CoBpeMeHHble OHMAMH-Urpbl - 3TO KpacO4Hble, 3axBaTbiBaloWMe pasBieyeHus,
06beanHALWNE COTHU ThICAY YenoBeK No BceMy Mupy. Urpokum nccneaytoT AaHHbIA UM
Mup, obuwarTca Apyr C APYroM, BbIMOAHAKT 3aAaHMsl, CpaXakTcs C MOHCTpaMu W
Nosy4atoT OnbIT. 3@ YAOBObCTBME OHWM MNATAT: NOKYNatT ANCK, ONJla4ynBatoT aboHEMeEHT
nnn NpuobpeTatoT Kakme-To onuuu.

Bce 3T cpeactBa vAyT Ha noaAepXXaHuWe U pasBUTME UMpbl, @ TakXe Ha camy
6e30NacHOCTb: COBEPLUEHCTBYIOTCSA CUCTEMbI aBTOpU3auMK, BbIMyCKAKOTCA HOBble NaTyum
(umdpoBbie 3annaTku 4N NporpaMmMm), 3aKpbIBAlOTCSA YS3BUMOCTU CEPBEPOB.

B noao6HbIX Mrpax CToMT onacaTbCsl HE CTONIbKO CBOMX COMEPHMUKOB, CKOJIbKO KpaXu
TBOEro naposnsi, Ha KOTOPOM OCHOBaHa CMCTeMa aBTopmM3auum 60NbLIMHCTBA UTP.

OCHOBHble COBETbI N0 6€30NaCHOCTN TBOEro MIPOBOr0 aKKayHTa:



1. Ecnn ppyron urpok BepeTr cebsa nnoxo wunu cosgaetr Tebe HenpusTHOCTH,
3a610KMpyKn ero B CNCKe UIPOKOB;

2. Toxanynca aaMUHUCTpaTopaM Wrpbl Ha MJoXoe MoBeAEeHNE 3TOro MUrpoka,
XenaTtenbHO NMPUIoXKNTL Kakne-TO A0oKas3aTeNbCTBa B BUAE CKPUHOB;

3. He yka3sbiBal 1M4HYy0 MHpopMaLmio B npodaine mrpsbl;

4. YBaxaun ApYyrmx y4acTHUKOB NO Urpe;

5. He yctaHaBnmBan HeoduumanbHble NMaTym U Moabl;

6. lcnonb3yn CNoXHble U pa3sHble Naponu;

7. daxe BO BpeM$ Urpbl He CTOUT OTKJKOYaTb aHTMBMPYC. oka Tbl Urpaellb, TBOMU
KOMMNbKOTEP MOrYT 3apasuThb.

DULLWHT Unm KpaXxa NMNYHbIX AaHHbIX

O6bl4yHON KpaXkeh AeHer U AOKYMEHTOB CErofHsl yXe HWKOro He yaAuBWULLb, HO C
Pa3BUTUEM WHTEPHET-TEXHONOMMIA 3N0YMbILWIEHHUKN MNepeMeCcTUIMCb B MHTEPHET, WU
NpoAO/IKAT 3aHMMaTbCs "NtobMMbIM" AenoMm.

Tak nosiBunacb HoBas yrpo3a: WHTEepPHET-MOWEHHMYeCTBa WKW (ULIWHE, rnaBHas
uesb KOTOPOro COCTOUT B MOAYYEHUU KOHPUAEHUMANbHbIX AAHHbIX MNONb30oBaTenen -
JIOrMHOB M naponen. Ha aHrnminckom asbike phishing untaetcsa kak ouwuHr (ot fishing -
pblbHasg noeng, password - Naponb).

OcHoOBHble coBeTbl Mo 6opbbe ¢ GUWKNHIOM:

1. Cnean 3a CBOMM akKkKayHTOM. Ecnu Tbl mogo3peBaellb, YTO TBOS aHKeTa 6bina
B3/I0MaHa, To Heob6xoanMo 3abnoKMpoBaTh ee U coobWwmTb aAMUHNCTPaToOpaM pecypca 06
3TOM KaK MOXHO CKOpee;

2. Wcnonb3yn 6e3omnacHble Beb-CalTbl, B TOM 4uCie, MHTEPHET-MarasMHOB W
MOUCKOBbIX CUCTEM;

3. icnonb3ym CNnoXHble U pa3sHble naponu. Taknum obpasoMm, ecnu Teba B3nomatoT, TO
3/10YMbILWNEHHMKN NonyYaT AOCTYN TOSIbKO K 04HOMY TBOEMYy Npoduao B CETU, @ HE KO
BCEM;

4. Ecnn Tebs B3nomanu, To HeobxoAMMO nNpeaynpeanTb BCEX CBOMX 3HAKOMBbIX,
KoTopble gobaBneHbl y Tebs B Apy3bsX, O TOM, YTO Tebsi B3noOManm n, BO3MOXHO, OT TBOEro
nMeHun 6yaeTt paccblnaTbCsa Cnam U CCbISIKUM Ha PULLNHIOBbIE CaNThbl;

5. YctaHoBM HagexHbin naponb (PIN) Ha MObuNbHbIN TenedoH;

6. OTKNIOUYM coxpaHeHue napons B 6pay3epe;

7. He oTkpbiBan dannbl n agpyrue BAOXeEHUS B NUCbMax, AaXKe eC/n OHU NPULLIIN OT
TBOMX Apy3en. Jlydwe yTOUHU Y HUX, OTNpaBnsaaun n oHn tTebe atn danneol.

LUudpoBas penytauums

Undposas penyTtaumsa - 3TO HeraTMBHas WM MNO3UTUBHAsA MHdoOpMaumss B CETU O
Tebe. KomnpomeTupyowas nHpopmaums, pasMelleHHas B MHTEPHETE, MOXET Cepbe3HbIM
obpa3oM OTpasuTbCs Ha TBOel peanbHOM Xu3Hu. "LUndposaa penytauma" - 3TO TBOM
UMNAK, KOTOPbIA hopMupyeTcs ns nHdopmaumm o tebe B MHTepHeTe.



TBOE MecCTO XuTenbcCTBa, y4yebbl, TBOe ¢duMHAHCOBOE MONoXeHne, 0cobeHHOCTU
XapaKTepa u pacckasbl 0 6/IM3KNX - BCE 3TO HaKanJMBaeTCs B CETU.

MHoOrme NoApPOCTKM NE€rKOMbIC/IEHHO OTHOCATCS K Nyb6ankaummn andyHon nHdopmaumnm
B MIHTepHeTe, He NOHMMas BO3MOXHbIX MOCAeACTBUMA. Thl Aa)ke He CMOXelb AoragaTbcs
0 TOM, 4YTO doTorpacdusa, pa3MelleHHas 5 neTt Hasan, CTtana NPUYMHOM OTKa3a MPUHATb
Tebsa Ha paboTy.

KoMMeHTapun, pasMelleHne TBOUX QoTtorpadmn mn apyrme AeUCTBUSA MOMyT He
MCYE3HYTb Aaxe Mnocne Toro, Kak Tbl UX yAanuwb. Tbl HE 3HaeWb, KTO COXPaHWi 3Ty
nHdopMaumo, nonasaa i OHa B MOMCKOBbIE CUCTEMbI M COXPaHWIACb /I OHA, @ rMaBHoe:
yTo noayMalT O Tebe oKkpyxawwwme nan, KoTopble HanayT U yBUAAT 3T0. Hantwu
MHPOpMaLMIO MHOIO NET CNycTs CMOXeT Ntbon - Kak U3 aobpbix NobyxxaeHnin, Tak u C
HaMepeHMeM NPUYNHNTL Bpea. DTO MOXET ObiTb KTO YrogHo.

OCHOBHbIe COBETbI MO 3alunTe UNMdpPOBON penyTauunn:

1. NMoayman, npexae 4eM 4YTO-TO Nyb6AMKoBaTb M nepenasaTh y cebs B 6nore unm B
couunanbHOM ceTu;

2. B HacTpoikax npoduna ycTaHOBM OrpaHMYeHus Ha NPOCMOTP TBOEro npodunsa u
€ero coAaepXxumoro, caenan ero Tonbko "ans apysen';

3. He pasMewann wn He ykasbiBah MWHPOpPMaALUIO, KOTOpass MOXeT Koro-nnmbo
ocKkopbnsaTb nnm obuxaTb.

ABTOpCKOE npaBo

CoBpeMeHHble LWKONbHUKM - aKTUBHble nosb3oBaTteny umMdpoBOro NpoCTpaHCTBA.
OaHako Aaneko He BCe 3HAKOT, YTO MOJIb30BaHWE MHOMMMW BO3MOXXHOCTSIMU LUEMPOBOro
Mupa TpebyeT cobntogeHns npas Ha MHTENNIEKTYalIbHYO COBCTBEHHOCTD.

TepMUH "MHTennekTyanbHas cO6CTBEHHOCTb" OTHOCUTCS K Pas3fIMYHbIM TBOPEHUAM
yenoBeYyeckoro yMa, HaduHas C HOBbIX Wu306peTeHMt M 3HakoB, 0603HavarLWwmx
CO6CTBEHHOCTb Ha MpOAYKTbl M YyCNyru, W 3akaHymBas KHuramu, doTtorpadumsamu,
KMHOMMIbMaMN U My3blKasbHbIMW NPON3BEAEHUSIMN.

ABTOpCKME npaBa - 3TO MNpaBa Ha WHTENIeKTyanbHY0 COBCTBEHHOCTb Ha
npomn3BeAeHnss HAyYKN, NuTepaTypbl M NCKyCcCTBa. ABTOPCKME NpaBa BbICTYNalOT B KayecTBe
rapaHTMM TOro, YTO UHTENNEKTYabHbIN/TBOPYECKNIA TPy aBTopa He 6yaeT HanpacHbIM,
AACT eMy crnpaseanuBble BO3MOXHOCTWM 3apaboTaTb Ha pe3ynbTatax CBOEro Tpyaa,
NoOMy4YnTb W3BECTHOCTb W npu3HaHuve. HUKTO 6e3 paspelleHMs aBTopa He MOXeT
BOCMPOM3BOAUTL €ro npou3BeAeHue, pacnpocTpaHsaTb, MNy6AMYHO AEeMOHCTPUPOBATH,
npoaasaTb, MMMOPTUPOBATD, nyckatb B npokar, ny6anyHo NCNOMHSATD,
NoKa3sblBaTb/UCNONHATL B 3dMpe nnum pasmelwlatb B MHTepHeTe.

Mcnonb3oBaHme "nmpaTtckoro" nporpaMMHOro obecneyeHUss MOXET MPUBECTU K
MHOrMM puUCKaM: OT NOTEepW JAaHHbIX K TBOMM aKKayHTaM A0 O6/10KMPOBKW TBOEro
YCTPOWCTBA, rae yCTaHoB/ieHa HeneranbHas nporpamMMa. He cTtouT Takxe 3abbiBaTb, UTO
CYLLEeCTBYIOT neranbHble U 6ecnnaTHble NporpaMMbl, KOTOPble MOXHO HaNTU B CETU.



O nopTrane

CeTeBNYOK.pd - TBOW rNaBHbLIN COBETUYMK B CETU. 34eCb Tbl MOXelWb Y3HaTb O
6e30MacHOCTM B CETU MNOHATHbIM WM  AOCTYMHbIM 43bIKOM, @ MpU BO3HWKHOBEHUU
KPUTUYECKON cuTyaumm obpaTtuTbCs 3a COBETOM. A TaKXe NPUHSATb yyacTMe B KOHKypcax
N CTaTb CaMbIiM UMD POBLIM rpaXaaHUHOM!



